TEXHUYECKH CHENUPUKAIINHU

HJdocraBka HAa WAN o6opyaBane 3a Hy:;kauTe Ha HOU”

KbMm Besika ynmorpefa B TekcTa (3aeqHO C BCUYKM (OPMH HAa UICHYBaHE, B €IWHCTBEHO WIIH
MHokecTBeHO uuncio) Ha: CTAHIAPT, CIENU®UKALINA, TEXHUYECKO OJOBPEHUE
NN JAPYI'A TEXHUYECKA PE®EPEHIIUSA, kakto m na KOHKPETEH MOJIEJI,
MN3TOYHUK, MPOLHEC, METO/I, TBPTOBCKA MAPKA, IIATEHT, THUII, ITPOU3XO/J
NJIN IMTPOU3BOJACTBO no cmuch/jaa Ha wi. 48, ai. 2 u 4. 49, an. 2 ot 3011, ako u3puyHO He €
yKa3aHo JIpyro, clieJ]Ba aBTOMAaTUYHO J1a ce cunta 3a gobaseno: ,,UJIN EKBUBAJIEHTHO/N!

I. OIIMCAHUE HA TIPEIMETA HA ITIOPBUKATA
[.1. CepuectByBaIllo ChCTOSTHUE.

HOWU pasnonara ¢ u3rpajeHa HalMoHaidHa HWH(OpMAalMOHHA CHUCTEMa 3a OOMEH Ha JaHHU U
JIOKYMEHTH C HETIPEKbCHAT PEXXUM Ha padota - 24/7. [IpeHoChT Ha JaHHU € TIOJCUTYPEH MOCPEICTBOM
HanmoHainHa WAN mpeka peanusupaHa B TONOJIOTHS ABOWHA 3BE3/a C LIEHTPOBE - 1Ba OpOsl ONOPHU
VPN konnentpatopu Cisco ASR1001-X (3a kpaTKOCT B TEeKCTa Ie C€ H3IO0a3Ba ,,0nopHu VPN
KoHyenmpamopu'‘), momecreHd B Jokauuu rpanoBere Codust u Crapa 3aropa. CBbp3aHOCTTa Ha
LEHTPOBETE € pe3epBHpaHa C TUraOUTOB KamanuTeT. TepuTOpUaNHUTE TMOJENIeHUs ca CHAOIeHH C
kpaitnn Edge mapmpyrtuzaropu moaenu Cisco 3845-HSEC/K9, Cisco 2821-HSEC/K9 u Cisco 2911-
HSEC/K9 oxommekroBanu ¢ nonbaautenad Moayaun HWIC-2FE nnu HWIC-1FE, HWIC-4ESW wunu
EHWIC-4ESG (3a kpaTKoCT B TEKCTa IIIe C€ U3IO0JI3BA ,,kpatnu Edge mapwpymuzamopu‘), CBbp3aHI
kbM onopauTe VPN koHueHTparopu nocpeactsom texHosnorus DMVPN ¢ nunamuuan mGRE TyHenn
HaJCTPOEHHU C BUCOKO HMBO Ha 3amuTa [PSec, nocpeactsom AES anropuThbM 3a KpUNITHpPaHE, KAaKTO U
I'bBKABO JAMHAMUYHO Mapmpytusupade Oaszupano Ha EIGRP mporokon. Bcexku kpaen Edge
MaplipyTH3aToOp € CBbp3aH PE3epBHPAHO Ipe3 JBa HE3aBUCHUMM JOCTABUMKA KbM JIBaTa 3BE3IHU
HeHThpa ¢ no 4 nuHamuyHu TyHena. Kpaitnute Edge mapmipytuzatopure paboTsaT 6e3 nmpekbcBaHE OT
2008 r. u ca 6e3Bb3BpaTHO ocTapeiu. [Ipou3BOIUTENAT HE OCUTYPSIBA CTaHIAPTHA MOAPHKKA 32 TAX U
T€ ca CWJIHO aMOPTHU3HpaHU, KOETO Hajlara TAXHaTa HEOTJIOXKHa MOAMSIHA C HOBO CHBPEMEHHO U
rapaHIMOHHO MOAIbPKAHO 000pYABaHE NIPU 3arMa3BaHe Ha MbJIHATA (DYHKIIMOHATHOCT U JOCTUTHATOTO
TEXHOJOTMYHO HHUBO Ha W3rpaZieHaTa HanuoHanHa Mpexka. ChIIO Taka ¢ 1el MOBHIIAaBaHE
HAJCKIHOCTTA M OTKAa30yCTOMYMBOCTTa € HeoOxoaumo nocturanero Ha High Availability Ha omopaute
VPN KOHIEHTpaTOpu B 3BE3JHUTE LIEHTPOBE, Upe3 TSIXHOTO AYOIUpaHe ChC CHIIUS MOJET WM ITbJEH
TEXHOJIOTMYEH eKBuUBaJeHT. Onopuutre VPN KOHIEHTpaTOpu ca CBBP3aHU pPE3EPBUPAHO UpE3
u3non3BaneTo Ha Port-channel u Trunk texnonoruu kM caBoern Cisco Nexus LAN komyraropu. 3a
ochblllecTBsIBaHE Ha AAA KOHTpPOJN 3a aJIMHUHHCTPATUBHHU LEIM HAJ LsjaTa M3TrpajieHa HalMOHAaIHa
WAN u LAN wmpexa, B T.4. BCHUKH ONHUCAHH IO-rope MpexkoBH ycTpoictBa, HOW pasmosara c
pe3epBUpaHa LIEHTpaJu3upaHa cucTeMa (3a KpaTKOCT B TEKCTa I ce M3moi3Ba ,,AAA cucrema*) 3a
aBTeHTUKAarus 6azupana Ha TACACS mpoToko.

[.2. TexHomornyHu aAepUHUIINN HA U3TIOI3BAHU TEPMUHU, Ne(PUHULINN U CHKpAIICHUS (AKPOHUMH)

3a nenute Ha oOmectBeHata mopbuka (OII) mocoueHuTe TEPMUHH, B EIUHCTBEHO U
MHO>KECTBEHO YHCJIO 3a€JHO C BCMYKHA (OPMU Ha UIIEHYBaHE, O3HAUABAT, BKJIIOUBAT M HA BCSAKBIC B
TEKCTa ClieJ[Ba J1a ce pa30upar, KakTo cieqBa:
[.2.1. ,,MB3opanuTen”: YuyacTHUKA KJIaCUpaH HAa MBPBO MSCTO OT Bb3moxuTens cien ChOTBETHATa
npoueaypa, u3dpan 3a M3nmbpiaHuTen Ha mpeaMmeTa Ha MOpbhYKaTa, ¢ KOWTO ce CKII0YBa JOrOBOpP 3a
peamuzauua. Bceuwuku Ttepmunu: ,Kangupat®, ,,Yuactuuk, ,M3nbanuten’, ,Iloausnbianuren
(cpoOpa3HO BHJA U JeNla HAa y4acThe) U T. H. ChOTBETCTBAIM Ha Pa3IMYHUTE XPOHOJIOTMYHU €TaIlu
peanmuzanudara Ha OII cneaBa 1a ce mpueMar 3a HaIbJIHO PABHOIIOCTABEHU.
1.2.2. ,.Cnemmdukanuu’™: HACTOSIIUTE ,, [eXHUYECKH crnenupuKanmuu’ W TPUIOKEHUATA KBM THAX,
KaKTO M MOCTaBEHUTE/ MOCOYCHHUTE OT Bo3nmokurens crnenubuynn ,,Kpurepun 3a momgdop u romgHoct™
Ha Y4YacTHHUIIMTE B OOLIECTBEHATa MOPHUKA, B TOBA YUCIIO CICAHUTE MTPUIIOKEHUS:

o [Ipunoxenue Nel ,,COUChHK C JIOKAIIMK U aJIpecu’”;



o [Ipwioxenue Ne2 , CichK Ha HEOOXOAUMOTO 00OpyABaHE”;
1.2.3. ,Ilpennoxenue”: IIpenocraBeHoTo B oepraTta Ha YUacTHUKA ,, | €XHHMUECKO/TO MPEIIOKEHUE
(3a u3IIBJIHEHME Ha mpenMeTa u ooxsara Ha OII)”.
1.2.4. ,IlpowsBoguten”: dupmara 3aKOHEH TPUTEXKATE] HA: THProBckaTta Mapka (,,0paHma’);
MPOU3X0/Ia; UHTEJEKTyalHaTa COOCTBEHOCT (JIMIIEH3MOHHU, MATEHTHHU, aBTOPCKU WJIM CPOJHU IpaBa),
KaKTO M aKo JIETAJIHO IpaBONpHEeMa W/WiIW HacieasBa (DAKTUYECKUS COOCTBEHHMK/ pa3pabOTUWK/
npousBoguTen. 3a [lpousBoauTen NBIHONPABHO €€ NpUEMa M HETOBOTO HAW-BUCOKO HUBO Ha
opHUIIMaTHO PETHOHAIHO MPEICTABUTEIICTBO BKIIOYBAIIO TepuTopusTa Ha PemyOmuka beirapus (Pb)
unu Eponeiickust cbio3 (EC).
1.2.5. ,,Odunmanen NutepHer caldT” uinu cekpamenuneto ,,OMC*: Akryanna Bpb3ka (URL) kpm/Ha
opunmanen MutepHer/Web caiit, Ha KOUTO ce HamHpa KOHKpeTHa NMyOnuKyBaHa uHpopmarms. 3a
OMUC Ha [IpousBoauten mbJIHOMPABHO ce puemMat, kakto ONC Ha camus npuTexaTea Ha ThproBcKaTa
mapka, Taka 1 OMC Ha HEroBOTO HaW-BUCOKO HHMBO Ha O(QUIIMAIHO PETHOHAIHO MPEICTaBUTEICTBO
BKirOUBamio teputopusara Ha Pb mnu EC, karo B ciywyaii Ha HECHOTBETCTBHE Ha ITyOJIMKyBaHATa
uHpopmanus Bojeml e (ce mpwiara) OMC Ha camusi mpuTekaTel Ha ThproBckaTra Mapka. Bceeku
nocoueH oT YuactHuka OUC cneapa na moaabpika aHTIIUHCKH W/WIU OBITAPCKUA €3UK. Y YaCTHUKBT
cnensa ga nocoun aktyanHu URL 3a Bceku OUC. Ako naseH nmpou3BOAWTEN, U3AATEN U T. H. HAMA
MpaKTHKa MyOIMYHO J1a MOAIbprKa akTyaliHa HHGOpMalus Ha aHTJIMHCKY WM OBJITapcKu €3UK Ha CBOS
OUC e monyctumo oT YyactHuka B IlpemioxkenueTo na ObAaT MPHIOKEHU: OPHUIMAIHO JOCTHIIHA
uH(popMalus WMWK JeKjapalus 3a KOHKpeTHaTa MpakTHKa, ChbOTBETHATAa akTyajdHa WHpopManus
npuapykeHa ¢ ouimaneH npeBos Ha ObIrapCcKu e3uK.
[.2.6. ,Ilapamerpu (Ha OII)”: Tlo cmuchna Ha ui. 48, an. 1 or 3011, mMbJIHUS KOMIUJIEKC OT BCHYKH
BUZoBe M (opMu HEOOXOomUMH IO cMuchia Ha T. 1.2.7 W mpuioxumu: mnapamerpu, (YyHKIHUH,
(pyHKUIMOHATHU, HAYYHO- TEXHUYECKH, €KOJIOTHYHU U T. H.) IOKAa3aTeNU, KPUTEPUH, XapaKTEPUCTHUKU
W/WIA W3UCKBAHUS; CTAHAAPTH M Jp. CTAHIAPTU3AIMOHHU JTOKYMEHTH YCTaHOBEHH OT (€BPOICHCKH)
OpraHy MO CTaHAAPTH3ALUS; TEXHUYECKU OLIEHKHU, 0J100peHusl, criennUuKayu, JUIeH3H, MapKUPOBKH,
MPOTOKOJIM OT W3MNUTBAHUS, AUPEKTUBU, ACKIApallMd W Jp. U3AAJ€HU OT MpPHU3HAT OpraH U T. H.;
(pa®OTHHU, TEXHOJOTMYHH M JIp.) XapaKTEPUCTUKU U YCIOBHUS, KOUTO ca HEOOXOAMMH 3a: yCIIEIIHATa,
IJI0CTHA, KauyecTBEHAa M CBOEBPEMEHHA peaiu3auus B ObjJeH oOeM Ha: Croenudukanuure Ha
Bwznoxurens, [Ipemnoxenueto Ha M3nbaaurens u npeamera u ooxsara Ha Ol (3a KpaTKOCT B TeKcTa
e ce Hapuya W WU3Moi3Ba ,,(yCHellHaTa) peanu3anus/Ta Ha mnpeamera W obOxBara Ha OII”).
Heo6xoxumute mapamerpu Ha OIl ca nedunupanu, moCoYeHH, ONPEIEICHH, 3aT0KEHN U/UIIN 3assBEHU
(3a KpaTKOCT B TEKCTAa IIE CE HApHya U U3I0JI3BA ,,Ie(UHUPAHU ) IPSKO U KOCBEHO (MHIMPEKTHO) Upe3
Crnenuduxanuure Ha Bp3noxurens u [lpeanoxennero Ha U3nbiaHuTeNs.
1.2.7. ,,HeoO6xomumu™: IIBIHUAT KOMIUIEKC OT BCHYKH BHJOBE W KOJUYECTBA/ 00€MH MPOAYKTH
IPEJIOCTaBEHU OT U 3a CMETKa Ha M3IbJIHUTENA, KOUTO ca HEOOXOAMMH M HAaIbJIHO JOCTAaThbUHU
(3asiBeHM, MPEUIONKEHU W/WUITM HEOOXOIMMHM) 3a yCITEIIHAaTa pealu3alus Ha MpeaMeTa U oOXBaTa Ha
OIl.
[.3. Llen na mopbukara

C wmen pemraBaHeTO Ha IMOCOYEHUTE MO-Tope MpoOIeMHu, MOpbUYKaTa BKIIOYBA JOCTaBKA, MOHTAX,
KOH(UTrypHpaHe, UHCTalINpaHe, MbJIHA MHTErpanusi ¢ Haau4Hata cTpyktypa Ha HOW, BbBexnane B
eKCIUIoaTaIus, JOKYMEHTHpPAaHE M TapaHIUOHHA Moanpbxkka Ha WAN oOopynBaHe mHpeaHa3HAYCHO,
KaKTO CJIeJ[Ba 3!

e [0JMsHA Ha ChlIecTBYBamuTe Kpaitnu Edge mapiipyruzaropu;

e caBOsIBaHE Ha onopHUTe VPN KOHIIEHTpAaTOPH B 3BE€3HUTE LIEHTPOBE;

e peamuszupane Ha TexHosorus DMVPN c¢ nunammynn mGRE TyHenum HaacTpoeHH ¢ BUCOKO
HuBO Ha 3ammurta IPSec, mocpenctBom AES anroputbMm 3a KpUNTHpPaHE, KAKTO U T'bBKaBO
IMHAMUYHO Mapuipyrusupane 6asupano Ha EIGRP nporoxon;

e ocurypsiBaHe Ha BHUCOKOcKopocTHa kpuntupaHa (IPSec/MACSec) Bpb3ka MEXIy pe3epBeH U
apxuBeH 1eHTsp Ha HOU.



3a ueHTpadu3upaHo HAOMIOJCHHE M YIpaBICHHE Ha IsUlaTa MPEeACTOsIIa 3a U3rpaKAaHe U
MHTETpUpaHe, oOHOBEHA pe3epBUpaHa HaluoHanHa Mpexa Ha HOU e HeobOxoaumo B mpeaMera Ha
nopbukaTa fa 0bJie BKIIOYEHA JOCTaBKa, MOHTaX, HHCTAJIMpaHe, KOHPUTypupaHe, IbJIHA UHTErpalus
¢ HainyHata crpykrypa Ha HOMW, BxmroumtenHo ¢ HainuuHata AAA cucreMa, BBbBEXKIAaHE B
eKcIUIoaTanus, JOKYMEHTHUpaHe M TapaHIMOHHA MOAApBKKAa Ha cleuuaau3upa codryep 3a
NpOBU3UpaHe, KOHPUTypHpaHe, HAOMIOIEHHE U YIpPABJICHUE HAa BHOBETE M KOJIUYECTBATa MPEXOBO
o0opy/BaHe ¢ BKJIIOYeHa HaJcTpoiika B pakute Ha OII ocurypsiBamia B3MOXKHOCT 3a JOIBIHUTEIHO
BKJIIOUBAHE Ha He 1o- Maiko oT >100 ycrpoiicTBa HanmnuHo Cisco o6opynsane na HOU.

B ob6xBara wa OIl ce BKIOuYBa NpeKOH(DHUTypUpaHE W/WIM pa3MeCTBaHE HAa HAJIUYHO
obopynBane Ha HOW (mpu BB3HMKBaHE Ha HEOOXOIWMOCT), KaKTO M 3asBEH IMAaKeT OT JPYru
cneun(UIHN yCIyTH CBbp3aHu ¢ npeamera Ha OIL

W3nbiaHeHneTo Ha oOliecTBeHaTa MophykKa Iie Ob/Ie pa3eieHo Ha TPH eTara, KakTo clie/Ba:

e [IpeaBapurenHa MOArOTOBKA, IUIAHUPAHE, JOCTABKA U PEAIM3UPAHE HA TUIIOTEH MPOEKT;

e [IpoBexxgaHe Ha TECTOBM M3MUTAHMs, JOCTaBKa M IIbPBOHAYAIHO BHEJpsSBaHEe B IIO-

HaroBapenute TII na HOU;

e JlocTaBka U OKOHUATETHO BHeApsBaHe B ocrcananute TII na HOU.

CBOEBpEeMEHHOTO, MHJIHO, KadecTBeHO (0e3 3a0eleKH) W3MBIHCHHE Ha BCEKH €Tam ce
yIIOCTOBEpsIBA C JIBYCTPAaHHO MOAmNKcaH ,,0000IaBai] KOHCTaTUBEH MPOTOKOI B CBOOOJEH TEKCT
BKJIIOYBAI MHUHMMAJHO: KaJeHJapHaTa [aTa, W3XO[sAIus HoMep (3a Bwimoxutens) u natara Ha
CKJIFOYEHHMSI JOTOBOP, UMEHATA U JUThKHOCTUTE Ha MpeacTaBuTenuTe Ha Be3noxurens u M3nbaHutens
U JIp. 1esiecboopa3Ha uHpopMarms.

II. MACTO U CPOK HA U3ITBJIHEHUE HA ITIOPBUKATA

II.1. [HocraBkarta W rapaHiimoHHaTa mojapbkka Ha WAN o00opyaBaHETO IIe Ce OCBIIECTBSIBA B
teputopuanuute nojeneHus (TII) u Lenrpanno ynpasnenue (IIY) na HOU ¢ agpecu onucanu B
[Ipunoxenue Nel: ,,Cnuchk ¢ JIOKaMU W aApecH'’, CHIVIACHO €TAlUTe Ha H3MbIHEHHE WU
KoiuuecTBaTa mocoueHH B Ilpunoxkenwe No2 ,.Cnmchbk Ha HEOOXOAUMOTO 0O0OpyaBaHe".
[Tocouenute B [Ipunoxxkenune Nel anpecu moayieskat Ha TIPOMEHU MPEAH CKIFOYBAHETO U 1O BpEME
Ha peanu3alusiTa Ha MophUKaTa, ChoOpPa3HO ¢ OOEKTUBHUTE OTPEOHOCTH HA BB3mokuTems.

II.2. MakcuMaJHHAT JONMYCTUM MPEAJIOAKEH OT yYacTHUKA CPOK 3a peaju3auus Ha eran 1 e mo 2
(1Ba) Mecella, CYMTaHO OT JaTaTa Ha BJIM3aHE B CUJIA HAa JIOrOBOpa.

II.3. MakcuMaJHHAT JOMYCTUM JIONPEIOKEH OT YUaCTHUKA CPOK 3a peanu3alus Ha etamn 2 € 10 3
(Tpm) Mecena, CYMTaHO OT Jarara Ha MOJNUCBaHe Ha ,,0000mIaBa] KOHCTATBEH MPOTOKOI 1O
1.11.2, KaTo B HEro ce BKIOYBAT MHHUMYM | (€IMH) 151 KAJICHAAPEH MeCel] TeCTOBH U3TTUTAHUS
Ha eran 1.

II.4. MakcuMamHHAT AOMYCTUM MPEIJIOKEH OT y4aCcTHHUKA CPOK 3a peanu3ainus Ha eran 3 € g0 12
(m1BaHameceT) Mecella, CYMTAHO OT JjaTaTa Ha IOANKMCBaHe Ha ,,0000ImaBan; KOHCTaTBEH
npotokon* mo T1.11.3.

II.5. MuHuManHHS JONYCTUM IPEUIOKEH OT YYAaCTHMKAa CpPOK 3a BKJIKOYEHAa TapaHIMOHHA
noA/IphkKa Ha AoctaBeHOTo WAN o0opyaBaHe M cucTeMara 3a HaOJoIeHne € 3a Tepuo1 oT 36
Mecela, CYMTaHO OT MOJNHCBaHe Ha ,,00001maBam KoHcTaTBeH npoToko™ mo 1.11.3. JloroBopsT
3a U3M'BJIHEHUE HA MOpBhYKATa U3THYA 3a€HO C rapaHuusTa Ha noctaBeHoTo WAN obopyaBane u
MPUKJIFOUYBAHE HA BCUUKHU CTApPTUPAHU MPOLIECH.

1. MUHUMAIJIHU TEXHUYECKU U3NCKBAHUA KbM U3ITBJIHEHUETO HA
[TIOPBYKATA
ITI.1. Ilpennoxkenure ycTpoicTBa cie/iBa Ja ca KaueCTBEHO MPOU3BEICHH, HAITBJIHO OKOMIUJIEKTOBAHH,
Mapkupanu ¢ ,,CE®“, n1a orroBopsaT Ha Bcuuku crannaptu B Peny6nuka bearapus niau EC otHOCHO
TEXHUYECKa eKCIUIoaTallus, IM0Kapo-0e30MacHOCT, MPUIOKUMUTE HOPMHU 3a 0€30MacHOCT,
CHBMECTUMOCT M BKJIIOUBaHE KbM e€JIEKTpuueckaTa Mpexa cwhodOpazHo ¢ BJIC u T.H, KOeTO
o0cToATeNnCTBO Na OBbAe HAANEKHO yKa3aHO B TEeXHUYECKOTO MpPEIOKEHHE Ha yJaCTHHKA. AKO
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3aKOHOBUTE HW3MCKBaHMs HajlaraT JaJeHO YCTPONCTBO/MOAYJ Ja HMMa JIMIEH3 3a MOJI3BaHe,
U3IaJiIcH OT CHOTBETHHTE KOHTPOIHHM opraHu B PB, To Te3m nmueHsu cnenBa na Obaar
MIpe/ICTaBEeHHU.

II1.2. [Ipu mocTaBkaTa KbM YCTPOHCTBATa Cle/Ba Jla ©Ma OKOMIUIEKTOBAaHA MOJIPOOHA TOKYMEHTAIUS

(Ha XapTUEH WM €JIEKTPOHEH HOCHUTEI) Ha OBJATApCKH W/WIIH aHTJIMHCKHA €3UK, BKIIFOUYBAIIIA:

e nocouenute B T.III.1 noxymeHTy;

e OIUCaHHE HA ITBJIHATA XapAyepHa U codTyepHa (QYHKIIMOHATHOCT;

® WHCTaJallMOHHU JUCKOBE, IIMIEH3UM H JIOKyMEHTaluus Ha codTyepa, BKIIOYEH KbM
CBOTBETHOTO YCTPOUCTBO.

II1.3. YcrpoiicTBata TpsiOBa ga MOTAaT Ja C€ MOHTHpAT B KOMyHHKalKoHeH 1mkad (ma 0baat tum Rack
Mount) 1 KbM TIX Aa ObJAT BKIOYEHU (OKOMIUIEKTOBAHU C) BCUYKHM HEOOXOJIMMH OpPUTHHAIHU
(haGpuvHO MPOU3BEACHH JUIICH3U, MOIYIH, COPTyep, eIEMEHTH 3a MOHTaX U T.H. He ce momycka
OKOMILJICKTOBAaHE ¢ HEOPUTHHAIHHU KOMIIOHEHTH OT JPYT MPOU3BOJIUTEN WJIH MOHTHPAHE BBPXY
,,TaBa”.

[I1.4. C nen u30srBaHe Ha KAKBUTO WM J1a € HECHOTBETCTBHS WM HECHBMECTHMOCT OT H3IOJI3BaHH
CHelU(pUYHN TPOTOKOIH, BCUUKHU MPEIJIOKEHU MPOAYKTH, B T.U. YCTPOHCTBA, COPTyep U yciayru/
rapaHis OT MPOU3BOAMTENS, TpsAOBa qa ObaaT (HaOpUYHO MPOU3EACHU THPTOBCKU MPOIYKTH OT
€IVH U ChII MPOU3BOIUTEN (BKIIOUNTETHO OpaHIupaHu), MUHUMATHO TIPUTEKaBaIll cepTuduKaTu
3a ympaenenue I[EC/ISO 9001:2015 u IEC/ISO 14001:2015 wunm TexHU EKBUBAJICHTHH,
JabopaTOPHO TECTBAHU, HOBU, HEYIOTPEOSBaHU, HEPEIUKIMPAHU U Aa GUTYpUpaT B opUIlHaTHATA
U aKTyaJHaTa MPOAYKTOBa/ IIeHOBa MucTa Ha TexHus [IpomsBoguren 3a 2018 r., KaTo MOCTaBUMKA
TpsiOBa Ja TMpeAocTaBU JeKiIapald 3a CbhOTBETCTBUE Ha MPEAJIOKEHOTO O00OpAyBaHE C
n3uckBanusaTa Ha nupektusu 2006/95/EC n 2004/108/EC.

IIL.5. IlpennoxkeHnero Ha Y4YacTHUKA MOXE Ja ChAbp)KAa CaMO €JWH BApUAHT 3a M3IbJIHECHUE Ha
npenMera U oo6xBara Ha OIl, KOWTO € U3rOTBEH B CTPUKTHO CHOTBETCTBUE C BCUYKU JIe(hUHUPAHU,
HeoOXoaumu u npwiokumu mapamerpu Ha OIl. B mpemioxennero Y4aCTHUKBT 3aBJDKUTEITHO
clieqIBa IeTalIHO, SICHO, KOHKPETHO M HEJIBYCMHUCIIEHO Ja:

II1.5.1.0mume moApoOHO TPEMIOKEHUTE TEXHWYECKO PpEIIeHHe W HaYMHBT 3a Herosara

OCBIIIECTBSIBAHE, KATO 3aBDKUTEITHO MOCOYBA BCHUYKH HEOOXOAMMHM 3a YCIEIIHATa pealn3aius Ha

npeamerta u ooxsata Ha OII:

e jeduHMpaHN MapaMeTPy U crielu(PUIHU TOTBIHUTEIIHN aCIICKTH;

® BHUJOBE, XapaKTePUCTHKH, H3UCKBAHUs, YCIOBHsI, €TaIH, JEHHOCTH M MOJJACHHOCTH, 0€3 Ja ce
OTpaHWYaBa EIUHCTBEHO [0 TSIXHOTO TPOCTO H30posiBaHe, a € J00aBWI JONMBIHUTEIHU
MOSICHSIBAIlM ~ TEKCTOBE, CBBP3aHU C JICTAMJIHOTO pa3ACHABaHE HAa KOHKPETHHUTE:
MOCIIEIOBATEIHOCT; B3aMMHO CBBHP3aHOCT; IMPHWJIATAHHW: CTPATETUH, IMOJMTUKU, TEXHOJIOTHH,
KPUTEPUH, MyOJIUYHO BB3NPHUETH W/WIN CHEIUGUIHU METOJH, MOIXOH, ,,JOOpH TPAKTHKU
BHEJIPEHU CHUCTEMH, NEHUCTBAIM MPOTpamMH U T. H., HAIWYHE HA: O(QUIMATHO OTOPU3UpPAHE,
HAJJIEKHO YII'BJIHOMOLIaBaHEe, KOMIIETEHTHOCT, MHPOPMUPAHOCT, IO3HAHUSA, ONTUT U Jp., KAKTO
¥ BCUYKHU JIpyTH (aKTH, UMAIIH OTHOIICHUE KbM: OCUTYPSIBAHETO HA CPOKOBETE, KAUeCTBOTO U
o0xBaTa Ha U3MIbJIHEHHE.

I11.5.2. 3asiBU KOHKpPETHO MOTBBPKACHHUE OTHOCHO H3MBJIHEHUETO U OCUTYPSBAHETO HA CTPUKTHOTO

CHOTBETCTBUE Ha HampaBeHOTO llpemnoxkenue ¢ BCUYKU JePUHUPAHU, HEOOXOAUMH U TMPHIOKUMHU

napaMeTpu 3a yCIEIIHaTa peanu3anus Ha npeamera u obxsata Ha OII 3aegHo (mpuapykeHo) c

IPWIOKEHU B odepTara CbOTBETHU HEJBYCMHCIEHU OPUTMHAIHM JOKYMEHTAJIHU JOKa3aTeJCTBa Ha

OBITapCKU WM aHTIIMHCKH €3WK, KakTo U akTyanHu OVC B MOTBBpKIACHUE.

IT1.5.3. Jlokake MOKYMEHTAJHO 4Ype3: TeXHWYeCKH nocueta Ha [IpomsBoaurtens Ha 0OOpPyIBaHETO

W/WIHA TIPEIJIOKEHUTE MPOIYKTH, MPOTOKOJIU OT W3MUTAHUs, CepTU(UKATH, HArjeaHa WHPOpMAaIms,

Opollypyu WIM Jp. JOKYMEHTH HW3JaJeHH OT MPU3HAT OpraH, 4e BCHUUKHU MPEIJIOKEHU: MPOAYKTH

(BKJTFOUMTETHO BCHYKM W3TPAKIAIM TH: MaTepHalld, YacTH, MOJYTH, KOMIIOHEHTH M T. H.) 3a

JocTaBka/ mpuiarane/ MIpeaocTaBsHe/ W3IOJI3BaHe, BKIIOYEHH B MpeAMeTa Ha MopbukaTa ca

KOHCTPYKTUBHO TPOEKTHpPaHU, (HaOpUIHO TpOU3BEACHU U (3aBOACKH) IAOOPATOPHO TECTBAHH H
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3a€THO C YCIyTUTE€ CTPUKTHO CBHOTBETCTBAT Ha JAePUHHpPAHUTE, HEOOXOAUMH U TMPUIOKUMHU

napameTpH (B TOBa YHCJIO IUTHUPAHUTE TIO- TOPE), KAKTO U JOMBJIHUTEIHH TaKUBa, aKO ca HEOOXOANMMHU

3a ycrmenrHaTa peaausanus Ha npeamMera u ooxsara Ha OI!

[I1.5.4. TIpunoxu (oOGoOmieHa Mpu BB3MOKHOCT B TabiaMueH BHJ) HeoOXoaumaTa (MUHUMAIHO 3a

BCUYKH IMPEJIOKEHN W/WIN MPUIIaraHu: MPOAYKTH, YCIOBHS, CTAaHAAPTH, HOPMHU, KPUTEPUH, BHEAPEHU

CHCTEMH, JeHCTBallM MporpamMH, pa3pabOTeHH alrOpUTMH, METOAW/KH, HAYMHHU, MOIXOIH,

NPWIOKUMHU CTPAaTETWH W/WIM TOJIMTUKU, €Tald, XPOHOJOTMYHA IOCJIeI0BaTeNIHOCT, O(UIIMAIHO

OTOpHU3UpPAHE, HAJUIEKHO YIIBIHOMOIIABAaHE, KOMIIETEHTHOCT, HH(POPMUPAHOCT, TO3HAHUS, OIUT H T.

H.) HarjleqHa TexHuYecka HH@opmanus (MPOCHEKTHU MaTepuaid, TEeXHUYECKH JocHueTa Ha

[TpousBoguTesns, MPOTOKOJM OT MPOBEIEHH W3MUTAHUS, CepTU(UKATH, JUUIEH3U, MapKUPOBKH,

JTUPEKTHBH, IEKIApalud U JIp. U3AaJCHU OT MPU3HAT OpraH) B JOKyMeHTalHa (opMa Ha OBJITapCKU

WIM aHTJUHCKK €3UK BKIIIOYBAIla MUHUMYM KpPaTKO ONHCAaHUE, TEXHUYECKa XapaKTEepPUCTHUKA W/WIH

ChOTBETHaTa CTOMHOCT 3a Bceku nepuHupan mnapamerbp Ha OIIl, kaktro m akryamau OUC B

NOTBBPKJIEHUE, KAaTO JIEeTalllIHO JTOKA3aTeJCTBO 3a M3MBIHEHHUETO M CTPUKTHOTO CHOTBETCTBUE Ha

[IpemioxxeHneTo crnpsiMo BCHUYKU JAeUHUPAaHU, HEOOXOAMMHU M TMPHUIOKUMH MapaMeTpH, KaKTO H

JOITBJIHUTENTHN TaKKBa, ako ca HEOOXOAMMHM 3a yCIeIlHaTa, IbJIHa U CBOEBPEMEHHA pealin3alus Ha

npeamera u ooxsara Ha OIl. OT nmpuinokeHaTa HarjieHa TeXHUYECKa HHPOpMalus ciIeBa J1a ca sICHO

BUJUMH: KOHKPETHUTE IePUHUpPAHU MMapaMeTpu (3a KOUTO C€ OTHAcs), KaKTO U ChOTBETHOTO

JOKYMEHTAJIHO MOTBBPKICHHUE MPEAUMHO OT TPETH HE3aBUCHMHU CTPAHU 32 OCHUTYPEHOTO CTPUKTHO

choTBETCTBUE Ha [Ipennoxxennero Ha YyacTHHKA.

II1.6. [Ipennokenute OT YdacTHHKa ycTpoWcTBara TpsOBa a ObAAT HAIBIHO OKOMIUIEKTOBAaHHU C
BCHUYKH HEOOXOIUMHU XapAyepHH KOMIIOHCHTH, MOIYJIH, 3axXpaHBallyd OJOKOBe, Kabemu (BKII.
3axpaHBamii ¥ uHTepdeicHHu), codTyep, JUIEH3U MU Jp., Ja ObJaT paboTOCHOCOOHH, KaTo
U3MBIHABAT HEOOXOAUMUTE PYHKIIMH, 3aJ0KEHH B Crieu(UKaLKATa, 32 YCICIIHOTO BHEAPSBAHE
B chllecTBYBamaTa cuctema Ha HOU.

I1I.6.1. Ako ce okaxke, 4e MAJCHO YCTPOWCTBO WM (YHKIMs H3WCKaHa B crienudukanuara HE ce

HOJIbPKA WM HE MOXKE J1a C€ M3IIBJIHABA MOPAIU HEAOCTHUT WM JIMIICA HA JaJieH XapJyepeH MOy,

coTyep WM JIMLEH3, TO YCTPOMCTBOTO cjeniBa Ja ObJe JTOOKOMILJIEKTOBAHO/TIOAMEHEHO WU TO3H

XapAyepeH Moy, copTyep WU JUIEeH3 TpaOBa na ObIaT AoCcTaBeHU OT M3mbiaHuTeNs Oe3MIaTHO 3a

JOCTUTaHe Ha M3UCKyeMmaTra (YHKIMOHAIHOCT. Bcuuku ycTpoiicTBa cienBa Ja ObJaT HAIBIHO

OKOMIUIEKTOBAHU OT YYacTHHKA, Taka 4e Ja MoraT Ja ObJar MHTerpupaHu B MHPpACTPyKTypara Ha

HOMW 6e3 na ce u3nCKBaT AOMBIHUTEIHH MOIYJIH, 3aXpaHBalll KaOelu, MOHTaXHU KOMIIOHEHTH U JIp.

KOMILJIEKTaIUH.

I11.6.2. C men chXpaHeHHEe M MaKCUMATHO €(QEKTHBHO H3I0JI3BAaHE HA HANpPABEHUTE WHBECTHIIUU

BCUYKH MPEUIOKEHH OT YUYacTHHKA JIHMIIEH3M 32 OKOMIUIEKTOBAHE Ha TPEJIOKEHHTE YCTPOWCTBA,

BKJIFOUMTEJIHO TE3U 3a AyOnupane Ha onopHUTe VPN KOHIIEHTpaTopu B 3BE3AHHUTE LIEHTPOBE, ClIEJBA

na ObIaT OT TN TpaHchepyeMH KbM YCTPOMCTBa OT ChlIus Kiac Ha [IpousBogurers.

I11.7. 3axpanBamniuTte 6J0KOBE TPsiOBa Ja OBAAT ¢ TakaBa M3XOMSAIIA MOITHOCT (TOBA CE€ OTHACS KaKTO
3a OCHOBHOTO, TaKa M 3a PE3€PBHOTO 3aXpaHBaHE, KbIECTO C€ M3HMCKBA), Y€ J]a MOTaT Ja OCUTYPST
HOpMasiHa pabota. Pe3epBHOTO 3axpaHBaHE (aKO TaKkoBa € MPEJBUIEHO) TPsOBa ma pabOTH Taka,
4ye Ja paboTu CaMOCTOSATENHO, OCUTYpSIBalKM HOpMaiiHaTta paboTa NMpH IBIHOTO OTMAaJaHe Ha
OCHOBHOTO 3aXpaHBaHE.

[I1.8. IlpennoxkeHure OT Y4acTHHUKA TNPOJIYKTH ClEIBa Ja HMMaT BKIIOYEHA IbJIHA COTyepHa
noA/IpBkKa Ha (cucteMHHUs M npuiioked codpryep, BIOS, firmware, npaliBepu u T.H.) B paMKHTE
Ha [eJIHs UM SKU3HEH LUKBI. Ta3su momaphkka (BKIIOUMTENHO MPAaBOTO 3a IOJydyaBaHEe W
M3T0JI3BaHE HAa HOBHM Bepcuu) TpsiOBa ma e cBoboaHo aocthiHa oT OUC nHa [IpousBomutens. B
o0XxBara Ha MOpbYKATa ce€ BKIIOYBAT ChIacyBaHH ¢ Bb3moxkurens akryanuzamuu (updates and
upgrades/ BIOACHTH W BITPEHAM) KbM Hal-aKTyaJdHUTE, mpernopbuanu oT [IpomsBomurens u
NPUIOKUMU COPTYEpHH BEpCHH, KaKTO M NPH HEOOXOAMMOCT OT aJanTals Ha W3IMO0J3BAHUTE
KOH(Urypaluu, oT ¥ 3a CMeTKa Ha V3mbJIHUTENs Ha MICTO Ha eKCIUIoaTalus choOpa3eHo ¢
TexHosiornunuTe nporecu B HOWU, cpriiacyBano ¢ Bb3inoxuTenst 1 ¢ MUHUMAJIHH TPEKbCBAHUS.



I11.9. Ilpennokenara rapaHIIMOHHA MOAPHKKA 1a Obae OT cTaHAapTHO chiecTByBanmuTe Ha ONC Ha
IIPOU3BOJUTEINS], OCBILECTBsIBaHA OT M3mbinHurensa mpe3 uenus cpok mo T.IL5 nHa mecrara Ha
eKcrutoaTasi Ha oOopynBaHeTo mocoueHu B I[lpmmoxkenue Nel. YyacTHULIUTE, KBM CBOETO
TEXHUYECKO TMPEUIOKEHNE, Clie[[Ba Ja MPEACTaBAT MApTUIHUTE HOMEpa Ha 0O0OpYyIBaHETO M
rapaHIMUTe Ha MPEUIOKEHUTE yCTpoicTBa. [IpenokeHOTO HUBO Ha TapaHIIMOHHO OOCTy)KBaHE
3a BCSIKO YCTPOWCTBO cCjelBa 3aJbJDKUTEIHO Ja BKJIIOYBA TrapaHTUpaHa JIOCTaBKa OT
MIPOU3BOUTENSI HA 00OPYJIBaHE 3a MOJAMSHA HA JePEKTUPATIO B PAaMKUTE HA HE TMOBEYE OT €IAUH
paboTeH JIeH OT HampaBeHaTa 3asBKa Ha CaiiTa Ha MPOU3BOJIUTEINS. Y CJIOBHATA HA TapaHIUATA
ChIII0 TaKa TPsiOBa ja 0LAAT NMOJAPOOHO OOSICHEHH OT VYACTHHIMTE /MpPH BL3HHKBaHE Ha
xapjavepeH mpoodJeM  cJel  KOJKO BpeMe Iie ObjJe 3aMeHeH W/WJIH __pPeMOHTHpaH
AedekTHPAIUSA KOMIIOHEHT U T.H./.

II.10. YuacTHUKBT TpsIOBA @ MMa M M3IOJI3Ba BHEAPEHA CHCTEMA 32 TEXHUYECKA MOAphKKa (24 yaca,
7 mHM B ceIMMIIaTa) BKIOUBaIla TenedHHa Bpb3Ka (,,eopewa aunusa’) 3a BBIPOCH, CBBP3aHU C
yCTpOMCTBaTa, MpEeIMET Ha IMOpbhUKaTa), Ype3 KOSATO MpHUeMa BCUYKH 3asBKH 32 TEXHUYECKHU
npoOJeMU CBBP3aHU C JOCTABEHUTE YCTPOMCTBA W IsjlaTa MHTETpUpaHa CHCTeMa, HalpaBeHHU
MUCMEHHO (TcMo, (akc wim e-mail) uin ycTHo (1mo TenedoHa), KaTo YCTHUTE 3asBKH Clie/Ba Ja
ObJaT MOTBBPAECHU MHUCMEHO OT M3mbiaHWTEns. BCHYKM CpokoBe ce OTYMUTAT OT CHOTBETHATA
HalpaBeHa 3asBKa B paMKHTE Ha O(UIIMAIIHOTO paboTHO BpeMe Ha Bb3noxuTens. MakCUMaTHHUSIT
MPEUIOKEH OT yJ4aCTHUKA CPOK 32 PEaKIusi, BKIIIOUBAII IPHEMaHe Ha 00aKIaHe, perucTpaius Ha
TEXHUYECKU MPOOJIeM, CTapTHpaHE Ha MPOIEC MO OTCTPAHSIBAHETO MYy M CBBP3BaHE Ha CEPBHU3EH
crienuanuct cieasa Aa € 10 1 (exun) yac 3a LIY u no 2 (aBa) yaca 3a TII. Ilpeanoxxenunero Ha
YY4acTHHKA CJIe/IBa Jla BKJIIOYBA , MOCEHICHHWE Ha MSICTOTO Ha EeKCIUIoaTalusl WM OTIAJIedYeHO
CBBP3BaHE OT CEPBU3EH CIEUUATUCT (WM €KUI) U BPEMEHHO (C OCHUT'ypeHa MPOU3BOJUTEIHOCT HE
MO-MaJIKO OT IMOJIOBMHATA HA 3aCETHATUTE YCTPOMCTBA) BH3CTAHOBSIBAHE HA IIsIaTa MHTETpUpaHa
CHUCTEMa C MaKCHUMaJIeH CPOK He MO-KbCHO OT 2 (nBa) yaca 3a LIY u go 4 (wetupu) yaca 3a TIL
MakcuMaHHAT TPEeUIOKEH OT YydacTHHKAa CPOK 3a WBJIHOTO BH3CTAHOBSBAHE Ha IsjiaTa
WHTETPUpPAHA CUCTEMAa WU TMPU HEOOXOAMMOCT TOAMSHA OT MPOU3BOIUTENS Ha ASPEKTUPAIIO
obopynBane, cieaBa 1a € B paMkute Ha cxema NBD (cnenBanr paboTeH JeH). YYaCTHUKBT TPsOBa
Ja OpEACTaBU OTroBapsllla Ha M3UMCKBAHMATA CXEMa 3a PEaKIMs, €CKalalus U CBOSBPEMEHHO
OTCTpaHsBaHE Ha BE3HUKHAIN TEXHUYECKH IPOOIESMH.

III.11. B pamkuTe Ha mpeaMera W o0XBara Ha TMOPHUYKATa, YUACTHUKBT CIEABA J1a TPEIIOKH, a
W3nbaauTenaT ocurypu (1o 3asBKHM) IBJIHO ChISHCTBHE, KOHCYATAIMU M €KCIIEPTHA MOIKpera Ha
Bb3noxurens, 10 TEXHUYECKU BbPOCH CBbpP3aHHU C:

e ExmmoaranusaTa Ha JOCTaBEHOTO OOOpyJIBaHE M IsjaTa HM3rpajicHa HAIMOHAJHA MpeXa Ha
HOU;

e C mnammuno enHotunHo (WAN/LAN) wmpexoBo o0opyaBaHe Ha Bwb3noxurens H3BBH
JIOCTaBEHOTO, HE3aBUCUMO OT HETOBHS TIPOU3BOIUTEI;

e TexHOJOTMYHO OOHOBIIEHHME, pa3UIUpPEeHHEe WM NbBJICH peAu3ailH Ha IsUlaTa U3rpajeHa
HAI[MOHATTHA MpeXka, HE3aBUCUMO OT IIPOU3BOUTENS HA 000PYIBAHETO.
3a chIeCTBHUE, KOHCYJTAIIMU M €KCIepTHA MOJKpena Ha Bb3noxurens, Y4YacTHUKBT cCileaBa
JOMBIHUTEITHO J]a BKIIOYHM B CBOETO MPEJIOKEeHNE 0e3 JOMBJIHUTEHO 3allIallaHe He MO-MaJlko
ot 180 (cTo u ocemaeceT) epexTuBHM (0€3 TPAHCIIOPT U JP.) YOBEKOUACa.

II1.12. B npemioxeHUeTo cu YUYacTHUKBT cleABa Ja HNPWIOKU ONHMCAHWE Ha CTPyKTypaTa H
MEPCOHAJIHUSI CHhCTAaB Ha TMPEIOKEHUAT CKUIl 3a M3MBJIHCHHE Ha TMOpbhYKATa, OTroBapsAll Ha
CICIHUTEC MUHUMAIHA U3UCKBAHUS
III.12.1. PpbkoBOAMTEN IPOEKT MPUTEKABAILL:

e Munumym 3 /tpu/ roguHu npodecuoHareH omuT B cdepara Ha HMHPOPMAIMOHHUTE U
KOMYHUKAIIMOHHUTE TEXHOJIOTHH;

e BanujcH cepTuduKaT B 00J1acTTa Ha YIIPABICHUETO HA IMTPOEKTH, KaTo: Project Management
Professional (PMP), Project Management Institute (PMI), PRINCE2 Foundation and/or
Practitioner niu eKBUBAJICHTCH;




® ydYacThe KaTo PBHKOBOAMTEN MPOEKT B MHHUMYM 3 YCHEIIHO 3aBbPIICHH MpPOEKTa 3a
JOCTaBKa, MHCTalallisd M TapaHLUUMOHHA TMOJJAPHKKAa HAa MpPEXKOBO/ KOMYHUKAIIMOHHO
o0opy/BaHe U MPEKOBU/ KOMYHUKAIIMOHHU CHCTEMHU.
II1.12.2. Boaen excnept Mo MpEKOBH TEXHOJIOTMH, TPUTEKABAIIL:
e Munumym 3 (Tpu) roauMHHU TmpodechuoHaneH onuT B cdepara Ha MHPOPMAMOHHUTE U
KOMYHUKAIIHOHHUTE TEXHOJIOTHH;

o BamuzaeH ceprudukar CIE Routing and Switching — Certified Internetwork Expert Routing

and Switching win eKBUBaJICHTEH;

® ydYacTHe KaTo MPEKOB €KCIEPT B MUHHMYM 3 YCIIEUTHO 3aBBPIICHU MPOEKTA 3a TOCTABKA,

WHCTANAUsl ¥ TapaHIMOHHA TOJAPHKKA HAa MPEXKOBO/ KOMYHHKAIIMOHHO O0OpyJIBaHE U
MpPEKOBH/ KOMYHUKAIIUOHHU CHCTEMHU.
I11.12.3. Excnept ,,CucTeMeH aHaiau3 U Ju3aH", mpuTexaBall;
e Munumym 3 (Tpu) roauHu TpodecroHasieH onmuT B cdepara Ha WHOOPMAIMOHHHUTE H
KOMYHUKAIIHOHHUTE TEXHOJIOTUH;
e BamugeH ceprupukat CDA - Certified Design Assosiate nin eKBUBaJICHTEH;
I11.12.4. Excnept mo uHdopmMarimoHHa CUTYPHOCT, TTPUTE)KABAIII:
e Munumym 3 (Tpu) ToauHu TpodecroHaneH onuT B cdepara Ha MHPOPMAIMOHHUTE H
KOMYHHUKAITHOHHUTE TEXHOJIOTHH;
o pammjaeH ceptudurat CISA — Certified Information Systems Auditor;
® yyacTHe KaTo eKcrlepT MH(OPMAIMOHHA CUTYPHOCT B MUHUMYM 3 YCHEIIHO 3aBBbPUICHU
MIPOEKTA.
3a ekcrnepTuTe ce mpuiaraT aBroOuorpadus, ceprudukatd, peGepeHund u APYrd €KBUBAJCHTHU
JOKYMEHTH J0Ka3Ballu Mpo(heCHOHATHUSAT UM OIHT.
II1.13. B mpennoxeHUTO YYacTHUKBT ClI€[BAa JAa MPUIOKU IPENOCTABEHUTE OT Bb3nmoxurens
TabIuLu:
[1.13.1. Ot [punoxenne Nel ,,Cnucwvk ¢ noxayuu u aopecu;
I1.13.2. Ot Ilpunoxenune Ne2 , Cnucvk ¢ HeobXoOumomo o06opyosane, WIH EKBUBAJIEHTHA C
n00aBEHU U IETAMIIHO MOMBJIHEHU KOJIOHH ,,/Ipednodicenue.
II1.13.3. Tabmuma Nel ., Tabauya c¢ mexnuvecku u3ucKkéanus™“ OT HACTOAIINATE ,,TexHuuecku
cneyughuxayuu' VI eKBUBAJICHTHA C I00aBeHAa U JICTalIHO MOMBIHEHA KOJIOHA ,,/Ipediodicenue’.

B®B Besko nonte L,/ Ipednoocenue’ 3a Tabmunure o 1. [11.13.2 u 1. 111.13.3 YyacTHUKBT cneasa
SICHO U KOHKPETHO J1a TIOCOYH MPEAI0KEHUST HaYlH/ METOJI/ TOAXO0/I 32 OCUTYpsIBaHE HAa CTPUKTHO
CHOTBETCTBUE C KOHKpeTeH Je(UHUpaH, HEOOXOOUM M MPHIOKHUM MapaMerbp, KaKTO U
JOMBTHATETHN TaKWBa, aKO ca HEOOXOJUMH 3a YCIelIHaTa pealu3alys Ha MpeaMeTa Ha
MOpBhYKaTa: PE3YNTaTUBHU TEXHUYECKU XapPaKTEPUCTUKH, MapameTpd, (QYHKIHMH, MOKa3aTelH,
XapaKTePUCTHKHU, YCIIOBUS, KPUTEPHH, METOIH, IMOAXOIH, JHUIEH3U, NTOKYMEHTH, CPOKOBE Ha
TOJHOCT U T. H.

3a BCEKM MpPENJIOKEH OT YUYacTHUKA MPOAYKT (BKIIOYMTEIHO TapaHLUUTE) JONBJIHUTEIHO
cienBa Ja MOCOYM: THUI/BUA Ha Mpoaykra, IIpomsBomuTen, yHUKaleH HACHTU(UKATOp Ha
[TpousBoauTeNs — MapTHIEH HOMEP WM €KBUBAJIICHTEH U BKIIFOYEHOTO KOJIMYECTBO.

[Ipyu mnonbnaBane Ha moiserara ,llpennoxkeHue” He ca MNOAXOASANIM, NPWIOKUMH WU
JOCTaThUHU:

e Tpa3Hu (HE MOIIBIHEHH) MOJIeTa, TyMUTE ,,Aa”, ,,0TrOBaps” WU €KBUBAJICHTHHU;

® IMTHUPAHE CaMO IO CMHUCHJI H3MCKBAHETO Ha Bw3noxutens 6e3 sicHo ma ce aeduHupa/
MOCOYH KOHKPETHOTO MpeJI0KeHNE Ha Y YaCTHHKA;

® MpETOKEHHE HA YYAaCTHUKA, KOETO HE € POPMYITUPAHO SICHO U € (hOPMYIUPAHO TBHPJIC
00mo (6e3 ChIIECTBEHM KOHKPETHH JETAiN), HEEAHO3HAYHO, MO3BOJISIBA PA3THYHO
TBHJIKYBaHE, ABYCMUCIINE UM AITEPHATUBHU BapHaHTH/ Bb3MOXKHOCTH.

Axo B gageHo nonue ,,IIpemioxenue” 3a nonbjiBaHe Y YacTHHUK € BIUcal: ,,Ja”°, ,,0TTOBaps WU
moA00HO; caMO € IUTHpal MO0 CMHUCHI M3MCKBAaHETO Ha Bb3moxutens 6e3 sicHo na nedurmpa/
MMOCOYHM CBOETO KOHKPETHO MPEANIOKEHUE; MPEIIOKEHHUETO Ha YYacTHHKA He € (OpMYyIUpaHO
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SICHO; (QopMynupaHo € TBBpAE 00mo (0e3 CHINECTBEHW KOHKPETHH JIEeTaljIf), HEeIHO3HAYHO,
MO3BOJISIBA PA3JIMYHO THIKYBaHE, aITCPHATUBHU BapUaHTH/ Bh3MOXHOCTH HITH JIBYCMHUCIIHE, KAKTO
M aKo TMOJIETO € OCTaBeHO Npa3HO (M300I10 HE € MONMBJIHEHO) MOXE Ja Ce MpueMe, de
MPETIOKEHUTE MMPOTYKTH HE OTTOBAPST HA KOHKPETHOTO M3UCKBAHE OT JePUHUPAHUTE TTapaMeTpu
Ha IpeaMeTa Ha mopbukarta u 1suioto [Ipeanosxkenue Ha YyacTHHKa MOXke J1a ObJe OTXBBPIICHO!
Koraro o6ema u/miu ¢opmara Ha pereBaHTHATa MH(OPMAIUS TPAaBU HETIOAXOAINO T4 J1a Obe
MOCTaBEHa B KOHKPETHO moJe , I Ipennoxkenne”, YuacTHUKa MOXKE IO CBOSI TIPEIieHKa J1a 0OpPMH H
npunoxu B [IpemioxkeHnero Hy)kHaTa WH(DOpMAIMs JOMBIHUTETHO (M3BBH TaOIUIlaTa), KaTo B
CHOTBETHOTO MOJIe YYacTHHKA CJie/iBa J]a HalpaBy MpenpaTka KbM CbOTBETHHS/TE TOKYMEHT/H.

III.14. KbM BcekH OT NPEIIOKEHUTE MNPOAYKTH, YYaCTHUKBT CJieIBa Ja MPUIIOKH B CBOETO
TEXHUUYECKO NPeUIokKEHHE ChOTBETHH nocoueHu B 3011 HarnenHn MaTepuany U KpaTKo ONMCaHUE
HAa OCHOBHMTE 3aJI0KEHH TEXHUYECKU XapaKTEPUCTHUKU HAa OBITapCKU W/WUIM aHTJIMHCKU €3UK,
JIOKa3BalH ITbJTHA ChBMECTUMECT ChC 3AI0KEHUTE U HEOOXOAMMHU MapaMeTpu Ha MophUYKaTa.

IT1.15. Bcuuky npeuioxeHu MPOAyKTH U MPUIIOKEHH HaTJIeTHU MaTepUald KbM TAX, CeABa Aa ObaaT
HaITbJIHO ChbBMECTUMH ChC ChILECTBYBAIIUTE yCTpoicTBa B Mpexkara Ha HOU u TtpsOBa ga morat
Ja ce TpoBepsBaT IO TEXHUYECKU MapaMeTpH, MNapTUIHU HOMEpa, CbBMECTUMOCT U
pabotocrioco6HOCT, BKmMouuTenHO 0T OMC Ha NpOM3BOAMUTENUTE HA MPEATOKEHOTO OT
VYyacTHUKA U HATUYHOTO Npu Bb3noxutens odopynBaHe.

[I1.16. UncTananuara 1 KOHPUTypHpaHETO HA copTyepa M yCTPOHUCTBATA, KAKTO M MHTETPALUATA ChC
cpimecTByBamara uHpacTtpykrypa B HOUW na Obne u3BBpIIEHa OT €KHUIA, MPEAJIOKEH OT
VYdacTHMKa 1O pa3paboTeH IUIaH 3a MHCTAJIMpaHE M CBBbpP3BaHE Ha JIOCTaBEHOTO 00OOpy/JBaHe,
npenioxeH oT M3mbaHuTens M onoOpeH OT ekun Ha Bb3noxkuTens B MPUCHCTBUETO U ChC
chaeicTBueTo Ha excneptu ot HOM.

III.17. NHcTanamusATa cieaBa a BKIOYM M IpEeusrpaxiaHe Ha chbllecTByBamjata cxema Ha LAN u
WAN pesepBupano cebp3Bane Ha TII u 1Y ma HOW Ha 6a3ata Ha ch3IaJeHUTE TUHAMUYHU
tyHenu, Port-channel, Trunk w np. m3msAI0 Cbc 3ama3BaHe W HAJCTPOSBAaHE Ha TeKyllaTa
(YHKIIMOHATHOCT, HAISKIHOCT M pPabOTOCIIOCOOHOCT, BKJIIOYUTETHO BCHYKH HAJIUYHU U
JOIBIHUTETHU (OPMH Ha PE3EPBUPAHOCT, KAKTO ClI/BA!

e Ha LAN nuBo — Port-channel koM ciBoenn Cisco Nexus KOMyTaTopH;

e Ha WAN HUBO — CIBOEHHU 3BE3/IHM IIEHTPOBE, c/IBO€HU onopHu VPN koHIeHTpaTopH, ABa

HE3aBHCHMHU JIOCTAaBYHKA;

e ['pBKaBO AMHaMuuyHO Mapuipytuzupane Ha LAN u WAN nuso.

Bceku ot onopaure VPN koHIEHTpaTopH TpsiOBa J1a ce CIBOM B JBa BUCOKOHAJIEKIHU KIIBCTEpa
0e3 crnmupaHe W pa3MecTBaHe Ha oOopyzaBaHero. Jla ObIaT M3BBLPIICHH JACTAMIHUA TECTOBE 3a
JI0Ka3BaHe HA IBJIHUTE pab0TOCIIOCOOHOCT, (PYHKIIMOHAIHOCT, HA/IeKTHOCT, Pe3ePBUPAHOCT U T.H,
Kato ObJe MOCTUrHaTa AOMBJIHUTEIHA (YHKIIMOHATHOCT Ype3 CBBP3aHOCT MEXIy OpHCHTE Ha
HOMH, ¢ xoero na ce moaoOpu TEKyIIOTO CHCTOSHUE U Jla CE€ TapaHTHpa CBBP3aHOCTTAa Ha
Tele(OHHU M MYJITUMEAUMHU YCIyTH, 4Ype3 HU3BbpIIBAHE Ha JIOHACTPOWKH Ha HAJIUYHOTO U
noctaeHo LAN/WAN o6opynBane, 0e3 Ja ce Jomycka JOpM BPEMEHHO BJIOIIaBaHE Ha
paboTocrmocoOHOCTTa Ha M3rpaieHaTa HanmoHatHa WAN Mpexa.

[I1.18. L{simocTHaTa HHTErpanys Ha HAIMYHOTO M JOCTBEHOTO O0OpY/ABaHE B paMKUTe HAa OOHOBEHATa
pesepBupana HanuoHanHata WAN wMpexa Ha HOW na Obae mpoekTHpaHO, TOETAITHO
peanu3upaHo, TECTBAHO, BBBEICHO B EKCIUIoaTalusi M JOKYMEHTHpaHo. Ek3ekyTuBHaTa
JOKYMEHTalusl TpsOBa Ja Oble mpeiocTaBeHa Ha Bb3noxkuTens Ha XapTUEH U €NEeKTPOHEH
HOCHTEI.

Taoauma Nel
Tabauua ¢ TeXHHYEeCKH U3UCKBAHMSA:

Ne | MuHMMAaJIHHA TEXHUYECKU N3UCKBAHUS

1 | Mapka u Mopaea- onopen VPN konunentparop Tun ASR 1001X niim eKBUBaJIeHTeH,
(GYyHKIMOHAIHO M JIMIEH3HO HAIIBJIHO CHbBMECTHM € U3IO0JI3BAHUTE B HanMoHajHaTta WAN
mpexka Ha HOU, neoO6xonum 3a caBosiBane (3a nocturanero Ha High Availability) na




ChIIECTBYBALIUTE YCTPOICTBA, KOMTO NPH CHAa3BAHETO HA U3MCKBAHETO NNOCOYEHO B T.
I11.6.2 MUHUMAJIHO pa310JIAraT CbhC CJIeIHUTE BUAOBE U OPOil KOMIIOHEHTH:

1.1

ASR1001-X - Cisco ASR1001-X Chassis, 6 built-in GE, Dual P/S, 8GB DRAM — 1 6poii

1.2

SLASR1-AES - Cisco ASR 1000 Advanced Enterprise Services License — 1 6poit

1.3

GLC-TE - 1000BASE-T SFP transceiver module for Category 5 copper wire — 4 6post

1.4

M-ASR1001X-8GB - Cisco ASR1001-X 8GB DRAM — 1 6poii

1.5

NIM-BLANK - Blank faceplate for NIM slot on Cisco ISR 4400 — 1 6poii

1.6

SPA-BLANK - Blank Cover for regular SPA — 1 6poi

1.7

ASR1001-X-PWR-AC - Cisco ASR1001-X AC Power Supply — 2 Opost

1.8

CAB-ACE - AC Power Cord (Europe), C13, CEE 7, 1.5M — 2 6post

1.9

FLSASRI1-IPSEC- IPSEC License for ASR1000 Series — 1 6poit

1.10

Jla mma ocurypeHa MUHUMAITHA KPUTITUPAHA MPOITYCKATEIHA CIIOCOOHOCT chritacHO Ilpunoxkenue
No2 |, Cnucvx na Heobxooumomo 0bopyosare* - IOCOYBA CE MAPTUTHUS HOMED.

1.11

Ja e okommiekToBan ¢ USB nnTepdeiicen kaben 3a ynpaJieHue.

1.12

Jla uma ocurypeHna rapaHuus 1 noaapbxka ot [IponsBogurens 3a cpoka nmocoueH B T. 1.5, ¢
pexxuM 8x5xNBD 3a xapayepHa noaMsHa- I0COYBA €€ NAPTUAHMS HOMED.

Mapka u Mogea- kpaen Edge mapuipyrusarop

2.1

Munumanen o6mr Opoit Ha Gigabit (10/100/1000 Mbps) LAN unu WAN mopToBe Ha IIacUTO C
NBOMHO npenHaszHadenue (menuu RJ-45 nnm ontuunu SFP): >4 6post.

2.2

MunumymMm: >2 6post BpHIIHU USB unTepdeticu (tunm A); > 1 6poit USB koH3051eH nHTEpdeiic
(Tun B mini); >1 O6poii cepuen kon3zoieH untTepdeiic; >1 6poit AUX unrepdeiic, KakTo u noHe =1
opoit 10/100/1000BASE-T mopT 3a ynpaBiieHue.

23

Jla uMa BB3MOXKHOCT 32 OBJeIo 100aBsiHe Ha MUHUMYM >3 Oposi pa3MIupUTEHN HHTepdelicHn
KapTu

2.4

Jla nma onepatuBHa namet (DRAM) 3a data plane oneparun munumym >2 GB

2.6

Jla uma onepatuBHa mamet (DRAM) 3a control plane onepamnu muaumym >4 GB, ¢ BB3MOXXHOCT
3a OBJeNIo pa3mupsiBane Ao noxe >16 GB

2.7

Jla uma Flash mamer Mmuanmym >8 GB, ¢ BB3MOXXHOCT 3a OBJemI0 pa3mupsiBane 10 nmoHe >32 GB.

2.8

Jla morbpka MUHUMYM CJICIHHUTE TIPOTOKOJH 38 JUHAMUYHO U CTATUYHO MapIIPYTH3UPAHE:
-Static Routes;

‘Routing Information Protocol Versions 1 and 2 (RIP and RIPv2);
-‘Open Shortest Path First (OSPF);

‘Enhanced Interior Gateway Routing Protocol (EIGRP);

-‘Border Gateway Protocol (BGP);

‘Intermediate System-to-Intermediate System (IS-IS);

‘Multicast Internet Group Management Protocol Version 3 (IGMPv3);
‘Protocol Independent Multicast sparse mode (PIM SM);

‘PIM Source-Specific Multicast (SSM);

‘Resource Reservation Protocol (RSVP);

-IP Service Level Agreement (IP SLA);

.Virtual Router Redundancy Protocol (VRRP).

2.9

Jla moaibpka MUHUMYM CIIETHUTE MEXaHU3MH 33 EHKAICyNIaus Ha Tpaduk:
-Generic routing encapsulation (GRE);

‘Ethernet;

-802.1q VLAN;

-Point-to-Point Protocol (PPP);

Multilink Point-to-Point Protocol (MLPPP);

‘Multilink Frame Relay (MLFR) (FR.15 and FR.16);

‘High-Level Data Link Control (HDLC);

-Serial (RS-232, RS-449, X.21, V.35, and EIA-530);




‘PPP over Ethernet (PPPoE);
‘Frame Relay (FR).

Jla morbpka MHHUMYM CIICJTHUTE TEXHOJIOTHH 32 YIpaBJeHUE Ha Tpaduka:

QoS mozen ¢ knacuduuupane Ha Tpaduka B TpapUUHU KJIACOBE C U3MOI3BAHETO HA KOMOMHALIUS
oT TpaduuHu apameTpu - source/destination IP agpecu, Homepa Ha MOPTOBE, C MUHUMYM >8
OTAIIKKA Ha UHTEp(Eic;

‘LLQ 3a o6cnmyxBaHe Ha TpauK YyCTBUTEIICH KbM 3aKbCHECHHE;

-traffic policing BbpXy TpaduuHH KJIacOBe;

-Class-Based Weighted Fair Queuing (CBWFQ);

‘Weighted Random Early Detection (WRED);

-Hierarchical QoS;

-Policy-Based Routing (PBR);

-Performance Routing (PfR);

2.10 | -Network-Based Application Recognition (NBAR).
2.11 | Jla uma Brpazgena statefull inspection 3ammTHa CTeHa MO TbPXKAIIIA 30HH.
Jla HsiMa orpaHuyeHre B Opos TyHEJIHU HHTEP(ENCH KaKTO M B MAKCUMAITHO JOMYCTHMAaTa
2.12 | ckopocT Ha TIpeiaBaHe Ha KPUNTUPAH TpaduK.
Jla Ob1€ OKOMIUIEKTOBAHO C JIMIIEH3 32 YIPaBJIEHUE 1 MOHUTOPUHT HAa MPEKOBH YCTPOICTBO,
CHBMECTHM C U3rpajieHaTa UHPpacTpyKTypa Ha Bb3aoxkuTens u 1a oTroBaps Ha CICIHUTE
W3HUCKBaHUS:
Jla € oT mpou3BOIUTEIISI HA MPEKOBUTE YCTPOMCTBA.
Jla Moxe na yrpasiisiBa pa3JIM4yHH TUIIOBE YCTPOMCTBA: MApIIPYTU3aTOPH, KOMYTAaTOPH, 3aLIUTHH
CTEHU.
‘Monnpwxka Ha RADIUS u TACACSH;
‘[logapwxka Ha 802.1x;
‘MIma cnegaute GyHKIMOHATHOCTH:
-YnpaBieHue Ha KOHQUTYpallMK Ha YCTPONCTBATa U apXUBUTE;
-Software image management;
-MOHHTOPHUHT Ha MPOU3BOUTEITHOCTTA;
-Event management;
-Troubleshooting;
-Reporting.
Benuku nunensu na 6p1at TpancpepyeMu KbM MaplIpyTU3aTOpU OT ChIIMA KJlac Ha
2.13 | mpousBoauTEINSL.
Jla pasmnosnara ¢ BrpajieHa (GyHKIIMOHAJTHOCT 32 3aCHYaHe Ha CHbOUTHUS B MpeXKaTa U Bb3MOXKHOCT 32
2.14 | aBromMaTu3alys Ype3 U3MIbIHCHUE HAa KOMaHAW WK CKPUIITOBE
2.15 | la mogabpxka RMON 3a HaOroAeHNE U yITpaBiIeHUE
Jla moanbppika HEHTpaIU3UPaHO YIPaBIEHHE HAa KOHTPOJIHATA CH CUCTEMa OT COPTyepeH
2.16 | KOHTpOJEP C U3MO0JI3BAHETO HA IPOTPAMUPYEMHU OJUTHKH.
Jla mogabpika ch3aBaHe U yrnpasieHue Ha TpaHcnopTHa VPN Mpexa Mexay npejaraHuTe
MapIIpyTU3aTOPHUTE C IIBJIHO yIpaBjieHue Ha Tononorusra - full mesh, hub-and-spoke, cmecena
2.17 | Tononorus
Ja nonabprka Cb31aBaHETO Ha YIPABIIIEMU BUPTYaIHU TOIOJIOTUU BEPXY TpaHcnopTHaTa VPN
2.18 | cpena 3a pa3nuyHu ycIyru Ha HUBO [P Mpexu u uHTEepdeiicn
Jla monbpika cerMeHTHpaHe Ha TpaduKa OT pa3IMuHUTE YCIYTH MIPH MPEeHoca Ipe3
2.19 | tparcnoptHata VPN Mpexa ¢ m3non3Banero Ha eTuket/label 3a Bcexn maket
Jla monbprka TyHenupaHe u 3anura Ha Tpaduka npe3 VPN TpaHcniopTHaTa Mpexa ¢
2.20 | uznonsBaneTo Ha [IPSec nmporokon u muaumym 256 6utoBo AES kpuntupane
2.21 | la nogabpxa padorta ¢ HAKOIKO WAN TpaHCTIOPTHH MPEKH €THOBPEMEHHO
Ja monabpika ynpasisieMo u3nos3Bane Ha HamnaHuTe WAN TpaHCTIOPTHU MPEXH - active-
2.22 | standbay, paBHOMepHO OanaHcupane Ha Tpaduka npe3 Bcuuku HanndyHn WAN Mpexu,
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Oaslancupane Ha Tpaduka cr00pa3HO MPOITYCKBATEIHATA CIIOCOOHOCT Ha Besska WAN Mpeka

Jla moaabpika ynpasisiMO MapIIpyTH3UpaHe Ha ONpeieieHd TpadruHH KJIACOBE Mpe3 HATUYHUTE
WAN wmpexn Ha 6a3a mapamerpute Ha VPN TpaHCIOpTHUTE TyHENH - 3aKbCHEHHE, 3aryoa Ha

2.23 | makeTH u T.H
Jla momrbpprka knacuduipane Ha Tpadrka B pa3indHu TpadudHU KiacoBe Ha 0aza Layer 3/4 u 7
2.24 | uadopmanus
2.25 | la moaapprka MEHTPAIU3UPAHO HAOMI0eHHE Ha QYHKITUUTE U YCIYTHTE
Jla moaabpika aBTOMAaTU3UPAHO MPOBU3UPAHE - OTKPUBAHE U CBBP3BaHE KbM KOHTPOJIEPUTE HA
2.26 | Mpexxarta, MbpBOHAYAIHA KOH(PHUTypaIys Ha YCTPOMCTBOTO, 3apeXkKTaHe HA MMOTUTHKN
Jla € OKOMIIJIEKTOBAH C JIBa pE3E€PBUPAHU 3aXpaHBaIly 0J0Ka ¢ KYIUTYHTH U KaOenu IpUroaHu 3a
2.27 | paboTa u BKIIOYBaHE B eJIeKTpruecka Mpexka B Pb cro6pazno ¢ BIC
Jla umMa ocurypeHa MUHUMAalHa KpPUIITUPaHA MPOIyCKaTEeJHAa CIOCOOHOCT Ha KOMYTAllMOHHATa
MaTpulla Ha macuto Ha mapmpyrtuzaropa (Throughput) cerioacuo Ipunoxenue Ne2 ,,Cnucwvk Ha
2.28 | Heobxo0umomo obopyosane - MOCOYBAT CE MAPTHUIHUTE HOMEPA 3a BCEKH BHUI.
Jla € OKOMIIJIEKTOBAH C HEOOXOAMMHUTE €JIEMEHTH 3a MOHTaX B 19” KOMyHHUKallMOHEH IKad ¢
2.29 | makcumainHa BucounHa <2 rack units
2.30 | la e okomriekToBaH ¢ USB unTepdeiicen kaben 3a ynpaBieHHe.
Jla uma ocurypeHna rapaHuus 1 noaapbxka ot [IpousBogurens 3a cpoka nmocoueH B T. 1.5, ¢
2.31 | pexum 8x5xNBD 3a xapayepHa noiMsHa- IOCOYBA C€ NAPTUAHMS HOMED.
3 | Mapka u Moaea- WAN Komyrarop ¢ kpuntupane
31 Ja pasznonara ¢ none 24 Ethernet mopra, moaaspxamnm ckopoct ot 10/100/1000 Mbps, meanu RJ-
' 45
Jla pasmosiara ¢ BB3MOXHOCT 3a CBBp3BaHE Ha MHUHHUMYM & KomyTaTtopuTe B stack (eaHMHHO
3.2 | KOMyTallUOHHO YCTPOMCTBO) Mpe3 CHELUAJIN3UpPaHU MOJYJIH, KaTO HE CE 3aeMaT IOpPTOBE 3a
nanau. KoMmyramnmonsa matpuiia Ha stack yctpoicTBoTo na e ¢ kamamurtet rnone 480 Gbps.
3.3 | Jla pa3nonara ¢ KOMyTalMOHHA MaTpuia ¢ Kananurer MuHUMYM 200 Gbps.
34 Jla UMa BB3MOXKHOCT 3a TIPOU3BOJAUTEIHOCT NMpU 64 0aliTOBM MAKETH 3a CEKYHJa HE MO-MajKa OT
' 150 Mpps.
3.5 | Jla pasnonara ¢ oneparuBHa namet (DRAM) munumym 8 GB
3.6 | Jla pasnonara c Flash mamer munumym 16 GB
3.7 | Ha nogabpxka munumym 30 000 MAC anpeca
3.8 | Jla mogappxa padora c munumym 30 000 IPv4 mapmipyra
3.9 | Jla mopabpxa pabora ¢ Jumbo Ethernet pamku ¢ pazmep ot munumym 9000 Gaiita
Jla moaibprka OHE CIETHUTE TEXHOJIOTUH 33 MPEXOBO CETMEHTUPAHE:
- Virtual Routing and Forwarding
310 | Virtual Extensible LAN
' - MPLS
- mVPN
- VLAN
3.11 | Jla pasnosara ¢ MuaumyM 4000 VLAN IDs
3.12 | a pasnosiara ¢ BTOpH 3axpaHBalll MOJlyJI 32 PE3€pBHUPAHOCT
313 Hla pasmonara ¢ RJ-45 xonzonmen mopt 3a ympasnenwe uiau 10/100/1000 Ethernet mopt 3a
' ynpasnenue (RJ-45)
Jla moaibprka paboTta Mo ciaeIHUTE CTAaHJAPTU U IPOTOKOJIH:
- IEEE 802.1D Spanning Tree Protocol
- IEEE 802.1AE ¢ mone 256-bit AES kpuntupane
3.14 | - IEEE 802.1p Class of Service nmpuoputuzamus

- IEEE 802.1Q VLAN
- Rapid Spanning-tree Protocol (RSTP, IEEE 802.1w)
- Multiple Spanning tree protocol (MSTP IEEE 802.15s)
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- IEEE 802.1X

- RSTP 3a Bceku VLAN nootaenHo

- IEEE 802.3ad Link Aggregation

- IEEE 802.3x full duplex na 1000Base-T noptose
- RMON I u II crangaptu

- SNMP vl, v2¢c u v3

3.15

Jla pasmnomnara ¢ MUHIMYM 8 Op. M3XOMSIIN OMAIIKH HA MOPT 3a Pa3IM4YeH THUIl KIacH(UIpaH
Tpaux

3.16

Jla nmogppika ekcioptupane Ha TpaduyHa HHGOpMaLKs KbM BBHIIHA CHCTEMA 3a aHAJIU3.

3.17

Jla morbprka port-mirroring 3a OTJAJIEYEHO cie/leHe Ha TpaduKa Ha JaJieH MOpT

3.18

Jla pasnosiara ¢ Mean Time Between Failures vHe mo-manko ot 300 000 gaca

3.19

Jla pa3nosiara ¢ rapaHuys U NoJApbXKKa oT MUHUMYM 36 mecena, pexxum 8xSxNBD (xapayepna
MOIMSTHA)

3.20

BBb3MOXXHOCT M TipaBa 3a MoJiydaBaHe Ha HOBHM BEPCHHU Ha omnepanuoHHaTa cuctema (updates and
upgrades)

3.21

Jla Ob7€e OKOMILJIEKTOBAHO C HEOOXOAMMUTE JIUIIEH3W W T€ Ja MoraT Ja ObJaT MpEeHEeCEeHW KbM
KOMYTATOpH OT ChIIUs KJIAC HA TPOU3BOIUTEIIS.

3.22

Jla nonabpika cieHuTe (PyHKIIMOHAIHOCTH 3a MOBUILIABAaHE HA MPEXXOBA CUYPHOCT:

- Yactau VLANs

- KonTpomuu nmuctu 3a goctsi (ACL)

- SSH

- ABrentukarus upe3 RADIUS, TACACS+, Kerberos

- Jla MOke /1a KOHTpOJIMpa FeHepUpaHuTe OT KpaitHUTe ycTpoiicTBa broadcast, multicast u unicast
storm MakeTy Ha HUBO OTAEJIEH HOPT

- DHCP Snooping

- Jlnramuano nHcniektupane Ha ARP Tpaduka

3.23

Jla uMa ocurypeHa MHHUMAalIHa KPHIITHpaHa IPOITyCKaTeNHAa CIOCOOHOCT HAa KOMYTaIl[IOHHATa
Matpunia Ha macuto Ha komyrtatopa (Throughput) cwerimacno Ilpunoxenune No2 , Cnucvk Ha
Heobx00uUMomo obopyodgane’ - IOCOYBAT Ce MAPTUIHUTE HOMEPA 32 BCEKH BUJI.

3.24

Jla € OKOMITJIEKTOBaH C HEOOXOIUMHUTE €JIEMEHTH 32 MOHTaX B 19” KOMyHHKaIIMOHEH TTKad ¢
MakcuMaiHa BucounHa <2 rack units

3.25

Ja e okommiektoBad ¢ USB nnTepdeiicen kaben 3a ynpasieHHe.

3.28

Jla uma ocurypena rapaHius U noaapsuxka ot [Ipoussogurens 3a cpoka nmocoudeH B T. IL5, ¢
pexkum 8xSxNBD 3a xapayepHa noamsiHa- Ioco4Ba e MapTUIHUS HOMED.

Mapka u Moaesn- MoayJ 3a ynpasasiem komytatop Cisco Nexus HeoOxoauM 3a
cBbp3BaHeTo HA onopHuTe VPN KoHuenTparopure KbM HaauyHaTa LAN ungpacrpykrypa.

4.1

SFP tpancupbp moayn GLC-TE= 1000BASE-T for Category 5 copper wire - Wil €eKBUBAJICHTCH

4.2

Ocwurypena mpiiHa (GYHKIIMOHATTHA W JTUIICH3HA ChbBMECTUMOCT ¢ u3noBanuTe B LAN mpexa Ha
HOMW nannynu Nexus LAN koMyTaTtopu, KakTo U ¢ HATMYHUTE U MpeIJIoKeHUTe ornopHu VPN
koHueHTpaTopu T ASR 1001X 3a WAN wmpexa va HON.

4.3

Jla uMa ocurypeHa MHHUMAaJIHA KPHUIITHpaHa IMPOITyCKAaTeTHa CIHOCOOHOCT Ha KOMYTAI[HOHHATA
MaTpulla Ha macuto Ha Mapmpyrtuzatopa (Throughput) ceriacuno Ipunoxenue Ne2 ,,Cnucvk na
Heobx00umomo obopyosane’ - IOCOYBAT CE MAPTHIHUTE HOMEpa 3a BCEKH BHU]I.

4.4

Jla uma ocurypeHa rapasius U noaapbxka ot [Ipoussogurens 3a cpoka rnocoudeH B T. IS5, ¢
pexum 8xSxNBD 3a xapayepHa noamsiHa- IOCOYBa €€ MAPTUIHUS HOMED.

Mapxka u Mogen- Codryep 3a ynpasJjieHHe HA MpPeKOBHTE YCTPOHCTBa

5.1

Jla mpenoctaBsi (YHKUMOHAJIHOCTH 3a YIOpaBJICHHWE HA >KM3HEHUS LUKBI Ha MPEKOBUTE
YCTPOMCTBA:
- OYHKIITMOHAHOCT 3a J00aBsHE U TPyNHUpPaHe Ha MPEKOBHUTE YCTPOMCTBA.

VYmopaBnenne Ha KoH(pUrypanoHHUTE (aiijoBe: apxXxUBUpaHe, MapKUpaHe, TMperien,
CHHXPOHU3UPAHE, Bb3CTAHOBSIBAHE U .
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VYnopasineHue Ha OINEpalMOHHUTE CHCTEMHU Ha MpPEKOBUTE YCTPOWCTBA: pasmpeneisHe,
aKTUBUpPAHE, MPErJie] U Ap.
- OYHKIIMOHAHOCT 3a OJIMTHPAaHE HAa KOH(HUTypanmoHHNUTE (pailloBe U yCTPONCTBATA.

Ja mpenoctaBs (pYHKIIMOHAIOCTH 33 BU3yaJM3UpaHE HAa MPEXKOBaTa TOIOJIOTHS: YCTPOMCTBa,

5.2
BPB3KHU.
Jla mpepocTaBsi Bb3MOKHOCTH 32 CIie/ICHe U HaOII0eHIEe Ha MPEKOBUTE YCTPOICTBA:
- HaGmronenue Ha anapMu UM CbOUTHS CBbP3aHU C U3IPABHOCTTA HA yCTPOWCTBATa
HaGnronenne Ha pasnuuHu mapaMmeTpu Ha ycrtpoiictBarta: CPU, mamer, TemmnepaTypHH
5.3 | nokasaHwusl, HATOBapBaHe Ha UHTepdecH U ap.
- BeMokHOCT 32 neduHUpaHe Ha MONWTHKH 32 HAONIOJICHUE 3a/IaBallld MPAroBe M mapameTpH,
KOWTO /1 CE CIHENSIT.
- Bp3MOXKHOCT 32 U3mpaliane Ha e-mail u3BecTusl.
Jla npenocTaBsi GyHKIIMOHATHOCT 32 KOH(PUTYpUpaHE Ha MPEKOBUTE YCTPONCTBA!
s4 | Cw3naBaHe Ha TUIIOBU KOH(PUTYpALIUU.
' - [IpunareHe Ha TUMOBU KOH(PUTYpAIIUH.
- BB3MOXXHOCT 3a rpynupaHe Ha TUIIOBUTE KOH(PHUTYpaIUH.
Jla mpenocTaBs yeb 6a3upan nmorpedbutencku nHTepdeciic 3a eKcrmoaramnus Ha codryepa:
55 | Yeb unrepdecst ga nmomssa HTTPS.
' - Jla mogabprka pa3nuyuHu Tpynu NOTPEOUTENH ¢ pa3iIMyHuU IpaBa 3a JOCTBHII.
- 3a aBTeHTUKAIWI Ha moTpeduTenute na moxe na ce nomBat RADIUS wnmu TACACS+
5.6 | Jla ce qocTtaBsAT HEOOXOAMMHUTE JIUIICH3H 3a cCOPTyepa.
5.7 | Ja pa3noJiara ¢ rapaHuys 1 NOJJIPhAKKA OT MUHUMYM 36 Mecena.
Ja pasmosnara ¢ G yHKIIMOHATHOCT 32 TEHEpUPAHE HA OTYCTH:
- Jla MOke n1a ce reHepupar, HaCpoUYBaT U BU3yaJIM3UPAT OTUYETH.
- Jla Moxe 1a ce KoMOMHUPAT HAKOJKO OTYETA.
5.8 | - Jla reHepupa OTUET OTHOCHO KpailHaTa JaTa Ha KMBOT HA YCTPOMCTBAaTa M ONEPALMOHHUTE UM
CUCTEMHU.
- Jla Moke na TeHepwa OTYET 3a HATPpyNaHW TPEImKH 1o MpexoBuTe uHTepdeiicu, CPU,
M3M0JI3BaHa NaMeT, TeMIepaTypHa CTOMHOCTH U JIp.
59 CodryepbT Aa moIbpika HHCTATMPAHE HA BUTYyajdHa MamHa BpXy VMware ESXi 5.5, 6.0 unu
' 6.5
5.10 | CodryepbT 1a € CbBMECTUM C MPEKOBHUTE YCTPOWCTBA OMMCAHU MO-TOPE.
5.11 | la uma ocurypeHa rapaHums 1 noaapbxka ot [IponsBoautens 3a cpoka nocode B T. I11.5, ¢

pexum 8xSxNBD- nmocouBa ce mapTUAHUS HOMED.

I11.

Ilocouenume mMmunuManHU UUCKBAHUA CA 3A €OHO YCMPOUCHE0 Om 0A0eH mun. Yuacmuukom
cneosa 0a npeonoxcu HeoOXooumume KOJauuecmeda om munogeme YCMpoiicmea NnocoYyeHu 6
Ilpunoscenue Ne2 ,,Cnucvk na HeodXo0umomo obOopyosane*), 6CAKO €0HO NPUMEIHCABAULO
U3UCKAHUMmMe napamempu.

19. MuHMMaHO 3aABIKUTENHN IPUII0KEHU KbM [Ipennoxennero Ha Y4yacTHUKa:

e Bamunen cepruduxar 3a Cucrema 3a ymnpapieHHe Ha CUTYpPHOCTTa Ha MHGoOpManusTa
no cragaapra ISO/IEC 27001:2013 unu eKBUBaJICHTEH;

e Bamunen ceprudukar 3a BHeApeHa cucteMa 3a ympasieHue Ha kauecTtBoTo ISO/IEC
9001:2008 nnu ekuBaJIeHTEH, ¢ 00XBAT CXOJICH C IIpeIMeTa Ha 00IIeCTBHATA MTOPHUKA;

e Bamuaen ceprudukar 3a BHeapeHa cucteMa 3a ynpamieHue Ha WT ycayrute mo
cragmapta [EC/ISO 20000-1 unu exBUBalNeHTEH, BKIIOYBAIl 00XBaTa HAa HACTOSIIATA
NOPBUKA;

e OTOpH3aIMOHHO MUCMO (B OPUTMHAN WJIM 3aBEPEHO KOIKE) OT MPOU3BOAUTEINS WU
oumanHOTO MpeacTaBUTENCTBO Ha Mpon3BoauTens B Pb win EC, ¢ KOiTO y4acTHUKBT
€ ompeierieH/ TOCOYEH 3a MapTHLOP OT Hail- BUCOKO HUBO Ha MapTHLOPCTBO (GOLD nmm
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€KBUBAJICHTEH) 3a W3BBPIIBAaHE Ha TMpomaxxkba U (TapaHIMOHHA) TOJIIPBKKA/
CEpBHU3UpPAHE HA MPEIOKEHOTO 000pyABaHE, BKIIOUUTEIIHO Ha TepuTOpusiTa Ha Ph;

e OTopU3alMOHHO MUCMO (B OpPUTMHAN WM 3aBEpEHO KOMHUE) OT MPOU3BOIAUTENS WU
Oo(QUIMATHOTO MpPEACTaBUTEICTBO Ha mpousBoautens B Pb, ¢ akryanna nara cruen
natata Ha oOOsBsSBaHE Ha TMpoleaypaTa 3a camara IMpoueaypa M KOHKPETHUTE
MPeI0AKEHH MPOTYKTH;

e KoM BcekH OT MpEeAIOKEHUTE MPOAYKTH, YUYACTHHKBT CJE/BA Ja MPHUIOKH B CBOETO
TEXHUUYECKO TpeUIokKeHHe ChoTBeTHH mocoueHn B 30I1 Harmegnu warepuan,
BKJIIOUUTENHO OT [Ipon3BoauTenuTe Ha MpeasioskKeHOTO OT YYacTHUKA U HAJTMYHOTO MPH
Bu3noxurens obopyaBaHe, Ha OBJTApPCKH W/WIM aHTJIMMCKH €3WK, JTIOKA3BaIllU ITHIHA
CHBMECTUMECT (HAITBJIHO €KBUBAJIIEHTHO, Pa00OTOCIIOCOOHO, CHBMECTUMO M TIOIBPIKaHO
peleHue 3a KOHKpeTHAaTa KOH(UTYpaIusl) ChC ChIIECTBYBAIUTE YCTPOHUCTBA B MpekKaTa
Ha HOMU, 3anmoxeHnTe 1 HEOOXOIMMHU MTapaMeTPH Ha MOPhUKaTa;

e 3a BCEKHM OT TMPEIOKCHHUTE 3a JOCTaBKa NMPOAYKTH YUYaCTHUKA ClIeBA JETalITHO
JOKYMEHTATHO Ja JOKa)e, 4e M3IMBJIHABAT, TOKPUBAT HAMIBIHO U CTPUKTHO OTTOBAPST
Ha BCUYKU Heobxoaumu napametpu Ha OIl, kakTo M yIOCTOBEPEHO LIUPOKO BH3MPUETO
ce mpueMar BKIOYHTENTHO OT [Ipow3BomuTenss Ha HAIWYHOTO OOOpyABaHE Ha
BB3oxuTens 3a KOHCTPYKTUBHO/ MPOEKTHO HAITBJIHO €KBUBAJICHTHO, pabOTOCIIOCOOHO,
CHBMECTHMO U TMOIBPKAHO PEIICHHE 32 KOHKpeTHATa KOH(UTypaIusl.

e Jlexnapauus WM Opyr JOKYMEHT, JOKa3Balll HAIMYMETO Ha (yHKIHOHUpamu trouble
ticket system wu helpdesk cucreMn wnam exkBUBaJeHT Ha YUacTHHKA, BKJIIOYBAI:
MoJIPOOHO OMHCAaHWE Ha CUCTEMHTE, Ha JCHCTBAIIMTE BHTPEIIHU NpaBuia (IPOLEAYPH)
3a ecKajaluus M NPUOPUTHU3MpPAHE HA BCHYKM BB3HUKHAIM MPOOJIIEMH, KAKTO H
KOHKPETHHUTE: HOMEp Ha Tene]oH, aapec Ha eNeKTPOHHA MOIa U/WIH yeOCalT.

IV. CIIEHM®NYHU YCJIOBUA 3A 3ATIA3BBAHE HA THOOPMAILIWA

IV.1. Yuactauketr/ U3nbanaurtensat, Herosute [logumsmbauurenu u IlpencraBurenu (ako W3MOJ3Ba),
KaKTO U €KHUMa OT eKCIepTH (KOWTO e W3MBJIHABAT WU OTTOBApAT 32 U3IMBIHCHHETO Ha
JNEeHHOCTUTE/ YCIyruTe TpeIMeT Ha HacTosmaTa OOIIeCTBEHA MOpBhYKaA) cliefBa aa paboTAT
(M3BBpIIAT BCUYKU JEWHOCTH) B YCIOBHUS Ha BHEAPEHA CHUCTEMA 3a yNpaBlIeHHE CUTYPHOCTTA Ha
nndopmanusara ceriacHo ISO/ IEC 27001:2013 mnum ekBUBaJIEHT, KAKTO U Jia moeMat (IIepCOHATHO
OT BCEKH ekcrepT, YuactHuka/ M3nbiuaurens, Heropute [logmsnbaautenu u [IpencraButenu ako
U3MO0J3BA) 3aIbJDKEHUE Tpea  Bb3nokuTens, HETOBUTE pPBHKOBOAUTENW U ciayxutenn JA
OITABBAT TAMWHATA HA BCSIKA KOHO®UJIEHIMAJIHA W CJIYXEBHA
NHO®OPMALUSA, KosITO CTpaHUTE Ca CU Pa3MEHWIN WIM € CTaHajla TSAXHO JIOCTOSHHE W Ja HE s
pa3kpuBar!

IV.2. ,KOHOUJIEHIHNAJTHA” e Bcaka uHpopmamus (B KakBaro W Ja € Qopma), KOATO €
o0o3HaYeHa KaTo KOH(HUICHIIMATHA OT MPEAOCTaBsIIATa sI CTPaHA MU KOSATO C OTJIe] Ha CBOETO
ChIbP)KaHUE W/WUIU TMpelHa3HauYeHUEe € HOPMAaJHO Ja ObJe BB3NpHeTa KaTo KOHUIACHIIMATHA OT
CTpaHaTa, KOSTO S MOoJTy4ana.

IV.3.,,CJOY/KEBHA” ¢ Bcska undopmaius (B KakBaTo M Ja € ¢GopMa) ompenesieHa KaTo TakaBa
Ccbh0Opa3HO C BbTPEIIHATA aIMUHHCTpaTUBHA ypeada Ha HOU.

V. EHH, YCJIOBUSA 1 HAYWH HA TIJTAIIIAHE

V.1. llpensuaenara ,,/Ipocnozua cmoiinocm Ha nopvukama' 3a 36 (tTpuaecet u mect) mecera e 1 000
000 (emuu mumuon) neBa 6e3 BrmoueH JJIC (1 200 000 nesa ¢ BxmoueH JIJIC), pasnpenencena mo
eTanu, KaKTo Cle/Ba:

V.1.1.3aeran 1 — 200 000 (nBecta xunsian) aeBa ¢ BkirodeH J1J1C;

V.1.2. 3a eran 2 — 500 000 (meTcTotun xwisian) jgesa ¢ BkiodeH [J1C;

V.1.3. 3a eran 3 — 500 000 (mercrotuH xuisian) jJeBa ¢ BkirodeH AJ1C.

V.2. Bcuuku npeasioKeHn 0T Y4YacTHUKA LIEHU CleiBa Ja:
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V.2.1. BKJIIOUBAT BCUYKH Pa3xoAu MO u3MbJHeHUE Ha nipeameTa Ha Oll 3a cboTBETHUS eTat;

V.2.2. na ca no-uucku (¢ JJC) ot mocoueHara/onpenenenara B 1. V.1 ,,[Ipoenosna cmotinocm Ha
nopvukama‘‘ IPOrHo3Ha CTOWHOCT, BKJI. M 32 CbOTBETHUS €Tarl;

V.2.3. ce mocoyBaT OT YdacTHUKA IUGPOM H CiIoBOM, 0e3 u ¢ BkiroudeH J[JIC, kaTo MonoXUTETHI
Yyucia Mo-rojieMu oT ,,.>07, B OBJTapCKH JIeBa, C TOYHOCT JIO BTOPHUS 3HAK CJej JeCEeTHYHATa
3amneTasl.

V.3. Ilpennoxxenara ot YuacTtHuka ,,O06ua yena 3a usnviHeHue Ha nopvukama’:

V.3.1. ce ¢popmupa, kaTto anreOpuyHa cyma OT MPEUIOKEHUTE OT YYacTHHKA IIEHH 3a BCEKH OT 3™
eTara;

V.3.2. llognexu (6e3 J1JIC) Ha olleHKa IO KPUTEPUH ,,HAll-HUCKA UeHA .

V.4. 3amnanaHeTo Ha II€HATa 32 BCEKHM €Tall Ce W3BBHPIIBA B OBITapCKH JieBa MO OAaHKOB BT OT
Bo3noxurens, B cpok oT 30 (TpuaeceT) MTHUW OT MpeaocTaBeHaTa OT V3MBJIHHUTENS HaJJICKHO
odopmena Qakrypa, KaKTo CleBa:

V.4.1. ABaHCOBO IIpH MOANMCBAHETO Ha JOTOBOpa 3a u3lbiaHeHue Ha Oll;

V.4.2. Cnen nByCcTpaHHOTO MOATMHKCBaHE Ha ,,0000wasaw koHcmamuegen npomoxon‘ no 1. 11.3;

V.4.3. Cnen 1ByCTpaHHOTO NOANKUCBaHE Ha ,,0000wasauy koncmamueern npomoxon‘ mo T. 11.4.

VI. KPUTEPUU 3A OLIEHKA HA O®EPTATA
VIL1. Jlo oueHka ce IOMyCKaT camMoO MPEJIOKEHUSTa, KOUTO W3IBIHSABAT, MOKPUBAT HAMBIHO U
CTPUKTHO OTTOBapsT HA BCHUYKU JEHCTBAIlM W MPWIOKHUMHU TapaMeTpu Ha OOIIecTBEeHaTa MOPBYKA.
OcraHanuTe NpeIIoKEeHUs CE OTXBBPIIAT.
VI1.2. KpurepusT 3a OlleHKa Ha JONYCHATUTE NMPEIJI0KEHUS € ,,Hall-HUCKa 1IeHa .
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